NudopmanuoHHasi maMATKA I 00y4al0UIUXCS AJs1 pa3MenieHust Ha 0(pMIHMATbHBIX
HNuTepHeT-pecypcax

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKN OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexnay TeMm, MOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HeceT W MpoOJeMbl. DTa MmaMsATKa JI0JDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHLCS B CETH.

Komnviomepnvie eupycoi

KoMmmbrloTepHslii  BUPYC — 3TO  pPa3HOBUJIHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJIMYUTETILHOM OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K  pa3MHOXKeHHio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WJIM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJbHBIE MOJIb30BATENI0, OT UMEHHU KOTOPOro Obla 3allyllleHa 3apaxKEHHas
IporpaMma, a TakKe MOBPEAUTh WU JaXE YHUUYTOXHUTHb OIEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCA BUPYChI Uepe3 HHTEPHET.

MeTo/bl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpamMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPUITMAILHOTO CaiiTa pa3padoTunKa
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €I0;

3. Paboraii Ha cBoeM KOMITBIOTEpE MO IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJBLUIMHCTBY BpPEAOHOCHBIX MpPOrpaMM HMHCTAJIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITIbIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE NPOrPaMMHbIE NTPOAYKTHI U3BECTHBIX MPOU3BOIUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEIIHKME HOCUTENN HH(OpMAINK, Takue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIbKO U3 NMPO(hepeHHbIX UICTOUHUKOB,;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e (ailnpl, KOTOpble NpUCIad TBOM 3HaKOMbIM. Jlydmie yTrouyHu y Hero,
OTIIPaBJIsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIb OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cnoBocoyetanue «Wireless Fidelity», koTopslii mepeBoIuTCs Kak «0ecrpoBOAHASI TOYHOCTh.

Jlo Hamero BpeMeHM JoluIa jApyras adOpeBuaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. 9to abopeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUIO 1TaHO ¢ HAMEKOM Ha CTaHIapT
BbICIINI 3BYKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HavaeT «BbICOKAsI TOUHOCTHY.

Jla, GecryiaTHBIA MHTEPHET-IOCTYI B Kade, OTesIX W a’poropTax SBIsieTCS OTIUYHON
BO3MOXKHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE 3KCIEepThl CYMTAIOT, YTO 001Ie10cTynHble Wi-

Fi cetn He aBiasroTcs OE30MaCHBIMU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTyMHbIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmenoctynueie Wi-Fi ceru.
PaGoras B HuX, XenaTreiabHO HE BBOJAWUTH MAapoOJU JOCTYIa, JOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISAN aHTUBUPYCHBIE MPOTrpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «O0mmii goctyn k Qaitiam u
npuntepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIIONB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaun Au4YHBIX JaHHBIX, HAIIPUMEpP JUISA
BBIXOJIa B COI[MAJIBHBIE CETU WJIM B JIEKTPOHHYIO MIOUTY;

Nnonp3yit Tonpko 3amuiieHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B moOunbHOoM Tenepone otkmoun dyHkuuto  «[lomkirouenne k- Wi-Fi
aBToMaTtuyecku». He momyckail aBTOMaTH4eCKOTr0 MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CETH aKTHBHO BXOJST B HAlly JXU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»xke 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SBISETCA OJHOU
CeIbMOI BCEX JKUTeNeH TuraHeTsl. MHOTHE TOJbh30BATENNM HE MOHUMAIOT, YTO HH(OpMAaIus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTENIbHO ¢ OJ1aruMy HaMEPEHHSIMHU.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH B COMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHOUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuinai cBOIO YacTHYIO kM3Hb. He ykaswiBail mapoinu, TenedoHbl, ajapeca, AaTy
TBOETO POXICHUS W APYTYIO JUYHYIO HH(OpMaIuoo. 3IT0yMBIIUICHHUKA MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MPOBECTU KAHUKYJIBI;

3amuiiail CBOI penyTaiuio - IepKH €€ B UUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTEN Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEHM BUJIETH, YTO ThHI 3arpyxkaemb? [lomymai, npexnae
9YeM YTO-TO OMyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

Ecau TeI TOBOpHINB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PealbHOE
UMs U JIpYTYI0 JUYHYIO WHGOpMAIMU: HMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N30beraii pazmemmenus ¢ororpaduii B IHTepHeTE, rae Thl N300paKeH Ha MECTHOCTH,
0 KOTOPOI MOKHO OTIPEJIEIUTH TBOE MECTOIOJIOKEHNUE;

[Tpu peructpanuu B CONHATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TAPOIIH,
cocrosime u3 OyKB U IUQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEeE §;

Jl5is couManbHOM CeTH, MOUTHI U APYTUX CaWTOB HEOOXOAWMO MCIONb30BATh Pa3HbBIE
naposid. Torga ecnu Te0st B3JIOMArOT, TO 3J0YMBIIUICHHHKH TIOJy4aT JOCTYH TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)Keﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SHGKTPOHHBIG JCHBI' IIOABHJIMCH COBCEM HC€JaBHO W HMMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax A0 CHUX IOP HEC NPONHUCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHUX YyXKe IPOMHMCAHO B 3aKOHE, TJe HX
pa3lensioT Ha HECKOJIbKO BHJIOB — AaHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAMUTH omepauuu 0e3 uAeHTU(]UKAIIH
MOJIL30BATENsl, & B HEAHOHUMHBIX WICHTU(DUKAIINH [TOJIB30BATENIS SIBISIETCS 00S3aTSIIbHOM.

Taxoke cneayer pa3nuyarh IJMEKTPOHHBbIE (DUATHBIE JEHBI'M (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO caMblil YAOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTB AOCTYN K cueTy. IlpuBsizaHHBIA TenedoH MOMOXET, eciau 3alyJelb
CBOU IUIATEKHBIN MapoJib WK 3aiJE1Ib HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopa3zoBble mapoiu. [locie mepexoja Ha YCHIIEHHYIO aBTOPH3AlLMIO
TeOe yxe He Oy/eT yrpokaTh OAaCHOCTh KPa)kKy MIIM TepexBaTa IJIaTeKHOTO IMapoJs;

3. Boibepu cnoxublii mapousib. IIpecTynmHukam OyaeT He NpPOCTO yrajaTh CIOXHBIN
napoib. HaznexHsle mapoiam — 3To Mapoiiv, KOTOPbIE COIEPKAT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONMCHBIE OYKBBI, IU(PPBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DJeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U MIPEIOCTaBISIEMbIE €10 YCIYTH 0 MEePEChIIKE U
MIOJIYUYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE DPACIPEAEIAIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO  DJIEKTPOHHBIM  IOYTOBBIM  SIMIMK  BBIVIAOUT  CIEAYOUIMM  00pa3zoMm:
UMS_TIOJIb30BATEISI(@UMSL_JOoMeHa. Takke KpoMme TMepeadyd NpOoCTOTO TEKCTa, HMEeTCs
BO3MOKHOCTb IepeiaBaTh (paiiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TUYHOM moure JU4YHYIO HH(popmanuioo. Hampumep, mydmie BbIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TaHYO aBTOPU3AIHIO. DTO KOTI/Ia TOMUMO MapoJisi HY’KHO BBOJHTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbBIM maposb. [ KakKAOro MOYTOBOIO SINMKA JOJDKEH OBITh CBOM
HAJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamMcaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. VMcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI i1 YacTHON MEpernucKku c
ajgpecaramMM, KOTOpPbIM Tbl JOBEpsElIb. OJTO JJIEKTPOHHBIA aapec He Haao
UCIOJIb30BATh MPU PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢ailibl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPUILIH OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocnme okoH4aHWsi pabOTHI HAa TIOYTOBOM CEPBHUCE IEPENl 3aKPHITHEM BKIAJKH C
caiiToM He 3a0yab HaXKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciegoBaHuE COOOIICHUSMH, COJEP)KAIMUMH  OCKOPOJICHHSI,
arpeccuio, 3aryruBaHue; XyJUTaHCTBO; COIMAIbHOE OONKOTHPOBAHUE C MOMOLIBIO PA3IUUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummuii cmoco0: mOcOBETOBAaThCS Kak ceOs BECTH M, €CIU HET

TOro, K KOMY MOXHO OOpaTHTbCsA, TO BHauyaje YCHOKOUThbCS. Ecnu Tl HauHelb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHMS, TO TOJBKO eIIe OOoJIbIIe Pa30XKellb

KOH(JIUKT;

VYnpasisii cBoei kubeppernyTanuei;

3. AHOHHMMHOCTh B ceTH MHHUMas. CyllecTBYIOT CHOCOOBbI BBIICHUTH, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJaUraHcKuil o0pa3 BUPTyaibHOH kU3HU. VIHTEpHET puKcupyeT Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

CoO:roail cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyidi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHUS
aydie urHopupoBatb. OOBIYHO arpeccusi NpeKpalaeTcs Ha HayaabHON CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTAX €CTb BO3MOXKHOCTb OJIOKHUPOBKH OTIPABKU COOOLICHUH € ONpeAeTeHHbIX
a/1pecoB;

8. Eciu T1b1 cBuzperens kubepOymmHra. TBoum JeicTBHA: BBICTYNUTH IPOTHB
MpecienoBaTeNs, IO0Ka3aTh €My, YTO €ro JEHCTBHsS OLEHHBAIOTCS HETaTHBHO,
HOJIEP)KaTh KEPTBY, KOTOPOHl Hy)KHa IICHMXOJOTHYECKas IOMOILb, COOOIIMUTH
B3pOCIBIM O (paKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N

o

Mobunvubiit menegon

CoBpeMeHHble CMapT(hOHBI W TUIAHIIETHl COAEpP)KAaT B ceOe BIIOJIHE B3POCIHBIN
GbyHKIIMOHA, W Temepb OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3alIUTHI AJII TOJO0HBIX YCTPOMCTB MOKAa O4Y€Hb Majio. TecTUpoBaHHE U IMMOUCK
YS3BUMOCTEM B HMX MPOUCXOAMT HE TaKk MHTeHCHBHO, Kak miuia IIK, To ke camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYCCKH JOTHAJIM HACTOJIBHBIC aHaJIOr'u,
OHAKO pacHIupCHUC (bYHKI_[I/IOHaJ'Ia BIIEUET 3a COO0OH 6OJ'IBH_IYIO CJIO)KHOCTb M MCHBIIYIO
3alIMIICHHOCTD.

I[aJ'IGKO HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKpPBIBAIOIIUEC KPUTUUYCCKUEC
YA3BUMOCTHU 1A CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

1. Huuero He sBIsieTCS MO-HacToseMy OecryaTHBIM. byab ocTopokeH, Belb Korja
Tebe mpearaloT OecIUlaTHBIE KOHTEHT, B HEM MOTYT OBbIThb CKPBITHI KaKue-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexze yem otnpaButb SMS, ¢oto mnu Bujneo. Thl TOUHO 3HAEIIb, TJI€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBHPYCHBIE IPOTPaMMBbI J1J1s MOOUJIBHBIX TeIe(OHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro kak Thl BBIAACHIL C CaiiTa, IJIe BBOJAWI JHYHYIO WH(POpPMALNIO, 3aii1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBbITh BBIKJIIOYEH, KOTZIAa Thl UM HE MOJb3yenibcs. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHBIe OHJIElfIH-PII‘pBI — OTO KpaCOYHBIC, 3axXBaTbIBAKOIIMUC PpPa3BJICUCHUA,
O6’L€I[I/IH${I-OIHI/I6 COTHH ThICAY YCJIIOBCK II0O BCEMY MHPY. I/IrpOKH HCCIICAYIOT ,HaHHBIﬁ UM MHD,
06H_IaIOTCSI ApYyTr € APYroM, BBIIIOJHAIOT 3aJaHUsd, CPAKAOTCA C MOHCTPAMHU U ITOJIYYArOT OIIBIT.
3a YAOBOJBCTBUC OHH IIIATAT. IOKYIIAIOT AJHCK, OIIAYHMBarOT a0OHEMEHT WU npno6peTa}0T
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHME M Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMBbl AaBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MATUU
(unpoBbIe 3aMIaTKU JIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OImacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcCHOBHbBIE COBETHI 0 0€30MaCHOCTHU TBOET'O UTPOBOT'O AKKAYyHTA:

1. Ecnu npyroit urpok BeaeT cedsl II0X0 WIH CO3AaeT TeOe HEPHUITHOCTH, 3a0JI0KUPYi
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHHMCTpAaTOpaM MIPbl Ha IIOXOE€ IIOBEIEHUE JOTOr0 HUIPOKa,
JKEJIaTeIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykasbiBail muunyto nHpopmaiuio B podaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsl UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpaxceﬁ ACHECI U OJOKYMCHTOB CCETOJAHS YK€ HHUKOI'O HE y,Z[I/IBI/IfIJ_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TMICPEMCCTUIINCE B HHTCPHET, U
MpOoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAS IEJb
KOTOPOTO COCTOMT B TIOJIyY€HUH KOH(WICHIIMAIBHBIX JAaHHBIX IOJIb30BATENe — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umumnr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOLIUTh aJIMUHUCTPAaTOpaM
pecypca 00 3TOM KaK MOKHO CKOPEE;
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2. HWcmonp3yii Oe3omacHble BeO-CATBHl, B TOM 4HCIE, WHTEPHET-MarasmHOB U
ITOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciokHbIE M pa3HbIe Mapoid. Takum o0pas3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B31OMaIM, TO HEOOXOAMMO IpPEIyHPEIUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHbl Y T€0s B APY3bsiX, O TOM, UYTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpeiBail (ailnbl U Apyrue BIOKEHUS B MUCbMAax AK€ €CIM OHMU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailiibl.

oo

Lugposas penymayus

[Mudposas penyranus - TO HEraTUBHAs WIM MO3UTHBHAsA MH(poOpMalUs B ceTu o Tede.
Kommpomerupyromast uapOpMausi pa3MelieHHass B UHTEPHETE MOXET CEpPbhEe3HBIM 00pa3zoMm
OTpa3uTbCs Ha TBOEH peanbHOM xu3HuU. «LludpoBas penyranus» - 3T0 TBOH UMHJIK, KOTOPBIH
dopMmupyercs u3 uHopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JErKOMBICIEHHO OTHOCATCA K MyOJIMKAIMKU JTUYHON MHPOpMAIUU B
WNuTtepHeTe, HE TOHUMAsi BOBMOXKHBIX MOCIEACTBUN. Thl ake HE CMOXKEIIb JI0TalaTbCsl O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue TBoux ¢ororpaduit M apyrue JeicTBUS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, KaKk Thl MX YyJalduilb. [bl HE 3Haellb, KTO COXPAHWI 3Ty
UH(OpMalIKIO, TIoTNana M OHA B MOMCKOBBIE CUCTEMbI M COXpAHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMaloT 0 Tebe OKpyXkarollee JII0JH, KOTOpble HaayT U yBUAAT 3T0. Halitu nndopmanmio
MHOIO JIET CIYCTS CMOXeT Jr000il — Kak M3 J0OphIX MOOYXIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALUU:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJUMKOBaTH M MepeaaBaTh y ceOs B OJiore WiH B
COITMAJILHOM CETH,

2. B Hactpoiikax mpoduiis yCTaHOBU OTpaHHYEHHUsI Ha TPOCMOTP TBOETO MPOhUIs U ero
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3€ei»;

3. He pasmemaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOTro-TMO0 OCKOPOIATh
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IKOJPHUKH— aKTUBHBIC TIOJIb30BATENIM IU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K DPAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHuil U 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIAyTW , W 3aKaH4YMBass KHUramu, ¢oTorpadusmMu, KUHOPUIBMaMU H
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.
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ABTOpCKHE IIpaBa — 3TO MpaBa Ha WHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS
HAyKH, JIUTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYAIOT B KaU€CTBE rapaHTUU TOTO, UYTO
MHTEJJICKTYaJIbHBII/TBOPUECKUN TPYA aBTOpa He OyneT HampacHbIM, AACT €My CIpaBeIIUBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysIbTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh M MPU3HAHHE.
Huxkro 6e3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MNpPOAaBaTh, WMIOPTHPOBATH, IyCKaThb B TPOKAT, IYOJUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATH B Adupe Wwin pa3Meniath B UnTepHere.

Hcnonb30BaHue «[MpaTCKOro» MporpaMMHOro 00ecreueHusl MOXKeT IPUBECTH K MHOTHM
pHCKaM: OT MOTEpPH NAaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKHUPOBKHM TBOETO YCTPOMCTBa, TIe
YCTAQHOBJICHHBII He JierajbHas mnporpamma. He crour Ttakke 3a0bIBaTh, UYTO CYILIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbl, KOTOPBIE MOYKHO HAWTH B CETH.

O nopmane

CereBn4ok.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1€Ch THl MOXECIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOU
CUTyalluu OOpaTHTHCS 32 COBETOM. A Tak)Ke NMPHHSATH y4acTHE B KOHKYPCax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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